
Keeping Cyber Safe
Process, People and Technology







Key Themes & Points

• COVID-19 is now perhaps the biggest topic theme used by cyber 
criminals to launch attacks

• Phishing/Smishing/Vishing are just a launch mechanism, that needs 
some form of interaction for the next phase of attack

• Remote workers are not only isolated from team members, but also 
from internal security controls and best practices

• Internal policies and processes not written to deal with the 
complexities of remote working 

• Personal IT and infrastructure used to support remote working



Smishing Demo



Phishing Demo



What does the Attacker want?

• Your credentials
• Username

• Password

• Bank account

• Personal data

• Access to your Computer
• Ransomware

• BOTNET

• Keyloggers

• To simply take control and allow access to others



What Can you 
Do?
• Process

• People

• Technology



Processes

What do we need in Place?
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Need to Adapt our Processes

REMOTE AND FLEXIBLE WORKING 
WILL BE THE NEW NORMAL

REVIEW AND REWRITE AND 
ENSURE EVERYONE READS AND 

UNDERSTANDS

FOCUS ON HOW TO SUPPORT THE 
INDIVIDUAL AS WELL AS THE 

ORGANISATION



Remote Working

• IT Infrastructure
• Routers

• Access and segregation

• Location

• Other devices

• Protection

• Access Control
• Local network

• Passwords



Incident Response

• Who do I report an incident to?
• Email and phone number

• Line Manager

• What to report?
• Any suspected data breach

• Any potential breach of credentials

• Suspect material, websites, emails



Keeping us Safe

People



Training and Testing

• Training through:
• eLearning

• Webinars

• Discussions like today

• Exercises
• Phishing campaigns

• Virtual BCP and Incident Response









Technology

Vital for the cyber defence



Ransomware Demo



In Summary

• Cyber security more in focus with remote working

• More focus on the individual

• Processes need to be reviewed and adapted

• People should be armed and trained against the cyber threat

• No reason why home IT cannot be upgraded to a excellent level of 
security 



Download Our Free Guide 


